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CheckVir project

* Developing automatic AV testing

methods

— started at the end of 2000

— supported by the Hungarian Ministry of Education,
Research and Development Division

* Building infrastructure — increasing
computing capacity
— supported by the Hungarian Ministry of Informatics




Resources

 Hardware
— 25 P IV computer

— 100 Mbit/s network
— archiving systems

(DVD RW, 24 GB tape)

* Software
— MSDN Universal
— Novell Developer Kit
— Debian Linux
— Virtual machine software (VMWare, Win4Lin)
— Macro tools (Macro Express, Wintask)




Publicity

* Testing plan was announced in March 2002

— Results published on www.checkvir.hu & www.checkvir.com

— Summary of results published in October 2002 issue of the
hungarian CHIP




Publicity

* Testing from November 2002 to October 2003

— Results published on www.checkvir.hu & www.checkvir.com

— Results are published monthly in the hungarian PCWORLD
from January to December 2003
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Tested products

Developer

Product(s)
eTrust InoculatelTl
F-Secure Anti-Virus 5

RAY for Windows, Linux, MS Exchange

Dr. Web for Windows 95-XP, Unix

Kaspers ky Anti-Virus

Mc Afee VirusScan

Norman Virus Control, Norman for MS Exchange
Panda Antivirus Titanium, Platinum 7

BitDefender Prof., BitDefender for Linux, MS Exchange
Sophos Anti-Virus

Norton AntiVirus 2003, Norton AntiVirus Corporate
Virus Buster for Windows, Linux, MS Office




Some results

* Virus knowledge tests
* Speed tests
* Testing heuristic




Virus knowledge tests

BitDef. Dr.Web eTrust FSAV KAV McAfee NAV2003 Nort.Corp. NVC Panda RAV Sophos Vbuster

KWtestset (170 viruses)
ON DEMAND TEST

all samples unknown 0

all samples known

some samples unknown
ON ACCESS TEST

all samples unknown

all samples known

some samples unknown

Polymorphic testset (45 viruses)
ON DEMAND TEST

all samples unknown

all samples known

some samples unknown
ON ACCESS TEST

all samples unknown

all samples known

some samples unknown
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Speed tests

BitDef. Dr.Web eTrust FSAV KAV McAfee NAV2003 Nort.Corp. NVC Panda RAV Sophos Vbuster

Time of scanning virus free files (sec)

1 pack 597 79 53 286 138 85 76 77 150 48
5 packs 3358 392 279 1251 695 354 736 227
10 packs 6726 798 581 2517 1408 723 1487 342

Time of scanning infected files (sec)

1 pack 34 43 10 PR 33 57 22 15
S packs 169 230 45 97 162 282 122 81
10 packs 344 422 89 190 334 564 1348* 833* 427 159

Time of copiing virus free files (sec) Time of copiing without AV: 327 sec.
S packs 3207 647 645 2764 3280 1328 647 672 599 637

ON DEMAND TESTS
189 32 99
955 216 493
1921 483 975

39 44 72

170 233 352

332 463 698

ON ACCESS TEST
1983 1145 1445




St ed tests
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Speed tests
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Testing heuristic

BitDef. Dr.Web eTrust FSAV KAV McAfee NVC NAV2003 Nort.Corp. Panda RAV Sophos

He uris tic level

all suspicious

some suspicious

all sus picious orinfected
some suspicious orinfected
all re porte d multiply

some reported multiply

all reported, else

some reported, else

All samples reported 21 32 10
Some samples reported 26 pAY 8

Atleast one sample reported 47 61 18

NOT reported 252 238

2

7 16
14 20

18 21 36

281 278 263 257 278 296

Vbuster

293

266 263




Testing heuristic

BitDef. Dr.Web eTrust FSAV KAV McAfee NVC NAV2003 Nort.Corp. Panda RAYV Sophos Vbuster

He uris tic level 2

all suspicious

some suspicious

all sus picious orinfected
some suspicious orinfected
all re porte d multiply

some reported multiply

all reported, else

some reported, else

All samples reported 21 32 10 7 16
Some samples reported 26 pAY 8 14 20

Atleast one sample reported 47 61 18 18 21 36

NOT reported 252 238 281 278 263 257 278 296 293 266 263

-=> maximum ~20% of new viruses found




KFuture plans

Test is going on ...

—test on bigger sets

—test disinfection




www.checkvir.com




