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Az antivirus fejlesztok Kkiillonb6zo
elnevezéseket hasznalnak a kartevok
azonositasara.

A felhasznalok nem tudjak, hogy melyik
virusrol, féregrol van szo.

A fo cél ...

Azonos neveket kellene hasznalni a
virusvédelmekben.




Definicios probléma

Mit neveziink ‘“azonos kartevonek’ ?

Nehéz definialni!

Specialis esetek:
— makro virusok
 VBA konverzio ajabb virusokat hoz létre

— jelszoval tomoritett férgek
 felhasznaloi beavatkozas sziikséges
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The CAMDIER project is made up of firms and academic institutions from various countries, as well as non-profit organizations. The
Consortium represents a public-private initiative (e.g., public is represented during beta tests through such groups as Cyberworld
Aweareness and Security Enhancement Structure [CASES]).

CAMDIER brings together people from various disciplines, organisations and countries within the EU to move a step forward in anti-virus
research and defence efforts. The consorium firmly believes that in arder to achieve progress in this area, a major project bringing
together people from various disciplines, organisations and countries within the EL is imperative.

2. What are the Major Objectives of CAMDIER?

CAMDIER has the following strategic objectives:

+ deve| assification and Categorization of various types of attacks;
+_develop a Unified Maming Convention;

+ develop TOOIETIEMY nednstcs and other technologies to automatically, or at least, semi-automatically classify and categarize
known and yet unknown viruses and malicious code;

+ to use knowledge management technigues for diffusing infarmation to various stakeholder groups and networks such as CASES
(Cyberworld Awareness and Security Enhancement Structure). It also intends to reach out to users and vendors (e.g. EICAR's
members and working groups), home users (e.g. Internet Society- ECC), students and academia (TERENA), as well as
Telecities and Global Cities in order to increase citizens' trust and confidence in local e-government efforts;
to reduce the time lag between discovery of a malicious code attack on an organization's system and the possible measures
that can be used to limit potential damages; and,
to achieve research synergies with CAMDIER that support system architectures envisioned by CASES, Telecities and the
Mordic security network group (established by [TAelecom ministers) and which work towards greater collaboration amongst
hernber and Baltic states with respect to improving information technology (IT) security.

Graphically, CAMDIER, a STREP project of 35 month duration, can be depicted as follows:

figure 1 (6 kBytes

Figure 1. Simplified research process, results and deliverablesfoutcomes from CAMDIER.
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november 24, 2004 (1:37 DU EST)

Order To Come To Virus Naming Chaos

some order
janization
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AV2:

AV1:
W32/virA % B
W32/virB

W32/virC
W32/virD

Worm/wormkE
W32/virK




Elméleti vonatkozasok
INGS

AV1: -
W32/virA B Win32.blue
W32/virB Win32.green

W32/virC Win32.red

W32/virD D I-Worm.brown

Worm/wormE Win32.pink

W32/virF % AV3:




Elméleti vonatkozasok
INGS

AV1: V2
W32/virA B an32.blue
W32/virB Win32.green

W32/virC Win32.red

W32/virD D I-Worm.brown

Worm/wormE Win32.pink

W32/virF AV3:
Win32.greenoutline

Win32.blackoutline
Win32.yellowoutline




Kovetkezmények

Az elnevezések puszta cseréje LEHETETLEN!

A neveket lehetne szinkronizalni, azonban ez azt is jelenti,
hogy a felismerési algoritmusokat is szinkronizalni
kellene.

Az elérheto megoldas egy megfelelo névazonositasi
szolgaltatas.
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Terms: |Metsky X

Search by Vendor: | Any

Results

Results: 1-5,6-10, 11-14

.

Match Whole String: []

AL
GR{Soft
SOFTWIN
Frisk Software
IHARLS
Symantec
MNorman

Trend Micro
Sophos

CA Inoculatel T

[undetected]

[undetected]

Win32 Metsky WiGmm. Damaged
W32/ Metsky WiEmm
Email-Waorm. Win32 Metsky X
[undetected]

Metsky Wizmm
WYORM_MNETSKY W
W32 M etsky-
Win32MetSky W IR orm

H+BEDY
Kaspersky Lab
Doctor Web
Wehfee
xS
ESET
Panda
GeCAD RAY
CA VET
WirusBuster

[undetected)
Email-WWorm. Win3d2 MetSky. x
WWin3Z HLLM. Metsky based
W32 M etsky. wighhih
[undetected)
[undetected]
WWI2/Metsky Wowarm
Win3ZMetsky Wigmm
[undetected)

[undetected]

ALWIL
GRISoft
SOFTWIN
Frisk Software
IHARUS
Symantec
Morman

Trand Micro
Sophos

CA lnocuwlatel T

[undetected]
FarmiMetsky X

WWin32 Netsky ¥@&mm
[undetected]
Email-WWorm. Win32 Metsky. Y
WW32 Metsky. gen@mm
[undetected]
WORM_METSKY GEMN
W2 M et s k-
Win32/Bagle.VariantWorm

H+BEDY
Kaspersky Lab
Doctor YWeb
McAfee
WK
B
Fanda
GelAD RAY
A VET

WirusBuster

[undetected]
Email-waorm. Wind2 Metsky. y
Win32 HLLM Metsky based
W2 Metsky. k@M
[undetected]
WWin3Z/Metsky X
WW32/Metsky Xworm
Win3ZMetsky XEmm
Win32 Metsky.gen
[undetected]




Hasznalhato eszkozok

iZin -Ej itk e wildlisk, orgfwild_desc,htm

The WildList Organization International

We're continually evaludting our site and implerenting suggestions
from vou, our valued users! The one request we've received most offen
Eeporters I for descriptions of the viruses which dre sprecding In the Wild, On this
page, will be providing links to In The Wild wirus description databoses
WildList provided by product vendors and research organizations. Questions
dabout any of the descriptions should be sent to the individuadl wvendors
Qr organisations.

o Wildlist Virus Descriptions courtesy of F-Secure
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Zim ’EI hikkpsf feae  F-secure, comvirus-infowild bkl

\irus descriptions of viruses in the wild

This page contains the latest wildlist collected by the Wildlist Organization,
with the wirus names linked to the virus descriptions at F-Secure virus description database.

F-Secure Corporation is a member of the 'Wildlist Organization.

FPC Viruses In-the-Wild -| Hay, 2004

Thi=zs i=s & cooperative listing of wiruses reported as being in the
wild by 758 wirus information professionals. The basis for these
reports are wirus incidents where a sample was received, and
positively identified by the participant. Fumors and unverified
reports have heen excluded.

Jomwe programs included in this list may fall cutside the traditional
definition of a computer wirus. Howewver, such programs are spreading
throughout diverse user populations, are a threat to users and are
therefore included in this list.

Thiz report iz cumulative. That is, this is not just a report of
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i | 4] hkkp: f v, F-secure, com)virus-infowild, html

Cirn [&] http: ffw Fsecure| Virus descriptions of viruses in the wild

z .. | Thiz page contains the latest wildlist collected by the YWildlist Organization,
Virus dESCI’IptIﬂ with the wirus names linked to the virus descriptions at F-Secure virus description database.

_ . F-Secure Carporation is a member of the Wildlist Organization.
This page contains the |

with the wirus names link

F-Secure Corporation is

Thiz iz a cooperative listing of wviruses reported as being in the
wild by S50 wirus information professionals. The basis for these
reports are wvirus incidents where a sample was receiwved, and
positively identified by the participant. PRumors and unverified
reports hawve been excluded.

Thi=z i= a coops
wild by 73 wvir Sowe prograwos included in this list may £all outside the traditional
reports are Wil definition of a computer wirus. Howewer, such programs are spreading
positively idel throughout diverse user populations, are a threat to users and are
reports hawve be therefore included in this listc.

This report is cuwulative. That is, this is not just a report of
which wiruses were seen last month. Monthly data is received from
most participants, but the new data is added to the old. Participants
are expected to let us know when to remowve their namme from a virus.

Jome programs

definition of :
throughout diwe
therefore incli
The list should not be considered a list of "the most comomon

This report is wiruses", however, since no specific provision is wade for a
; ; commonness factor.




Real-time AV teszt

 Folyamatos AV teszt (majdnem minden verzio)
— uj kartevo megjelenésekor
—uj AV verzio megjelenésekor

* Az elterjedt kartevok vizsgalata
— > folyamatos bovités

e Felismeri? Gyanusitja? Milyen néven/neveken?




W32/Zafi.A

Product name

Version(s)

Virus name(s)

Kaspersky Anti-\irus

45095 80673 (known wirlses

Kaspersky Anti-Virus

45095 82614 (known wirlses

Kaspersky Anti-Virus Workstation

( )
( )
45085, 84230 (known viruses)
( )
{ )

Kaspersky Anti-Yirus 45095, 87139 (known virlses I-YWorm. Zafi

Kaspersky Anti-Virus 450895, 89257 (known viruses I¥Warm. Zafi

Kaspersky Anti-Virus Personal 50121, 91566 (av database record | IWWorm. Zafi
count)

Kaspersky Anti-Virus Workstation | 4.5.0.95, 93606 (known viruses) -VWorm. Zafi.a

Kaspersky Anti-Virus Workstation | 4.5.0.85, 96130 (known viruses) I-VWorm. Zafi.a

Product name

Version(s)

Virus name(s)

M Afee VirussScan Enterprise

7.1.0,4313 (virus definitions),
4 2 60 {scan engineg)

Mew Mabware b (Virus)

McAfee VirusScan Enterprise

T0,4327 (virus definitions),
4 2 60 (scan engine)

Mew Malware b (Virus)

McAfee VirusScan Enterprise

7.0, 4339 (virus definitions),
4.3 20 (scan engine)

Mew Malware b (Virus)

McAfee VirusScan Enterprise

7.0, 4351 (virus definitions),
4.3 .20 (scan engine)

Mew Malware b (Virus)

MchAfea VirusScan

w4 5.1 5P, 4.04360 (virus
definitions), 4.3 .20 (scan engine)

W2 Zafi @

McAfee VirusScan Enterprise

7.0, 4367 (virus definitions),

A3 M feran anning)

W32 Zafl acihvin
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Windows image Mentett image
kicsomagolasa kicsomagolasa
l Viruspéldanyok
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Van AV futtatasa
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l igen
Uj Win. image
csomagolasa
l Naplo elemzése
Uj image
mentése Eredmények
publikalasa

Naplo mentése



www.checkvir.hu




